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Cyclic Lattices

A set Lin 2" is a cyclic lattice if:

1.) ForallvwinL, v+twis alsoinL

-112 (34| +|-7|-2]{3|6|=|-8|0

2.) ForallvinlL,-visalsoinlL
11213 |4 11-2(-3|4

3.) ForallvinL, acyclic shift of visalsoin L




Cyclic Lattices = Ideals in Z[x]/(x"-1)

A set Lin Z"is a cyclic lattice if L is an ideal in Z[x]/(x"-1)

1.) ForallvwinL, v+twis alsoinL

112|314 +|-7|-2|3|6|=|-8/0|6]2

(-1+2x+3x%-4x3) + (-7-2x+3x%246x3)= (-8+0x+6x%+2x3)

2.) ForallvinlL,-visalsoinlL

-1{2 (3|4 1(-2(-34
(-1+2x+3x%-4x3)  (1-2x-3x*+4x3)

3.) For all vin L, a-eyelic-shift-efwisalsedntvxisalsoin L

112 |3 -4 -1+2x+3x%-4x3

4 (-1(2 |3 | (-1+2x+3x%-4x3)x=-4-x+2x%+3x3

3 (-4 |-1]|2 | (-1+2x+3x%-4x3)x? =3-4x-x*+2x3

2 13 |-41-1] (-1+2x+3x%-4x3)x3 =2+3x-4x°-x3
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Why Cyclic Lattices?

Succinct representations
— Can represent an n-dimensional lattice with 1 vector

Algebraic structure
— Allows for fast arithmetic (using FFT)
~ Makes proofs possible

NTRU cryptosystem

One-way functions based on
worst-case hardness of SVP in
cyclic lattices [Mic02]



IS SVPIOO n) Hard for Cyclic Lattices?

ly

Short answer: we don't know but conjecture it is.
What's wrong with the following argument that SVP_is easy?

112 |3 |4 |<«<— vyisashortest vectorinL
\

4 11123

>AlsoinL
21314 |1

10 /10|10 |10 ) Length at most n||v||

Algorithm for solving SVP (L) for a cyclic lattice L:
1. Construct 1-dimensional lattice L'=L n {1"}
2. Find and output the shortest vector in L'



The Hard Cyclic Lattice Instances

-112 |3 |-4| <— yisashortest vectorin L
\

1n

A

> Also in
L

0/0]0]0| )< Length at most n||v||

v

The “hard” instances of cyclic lattices lie on plane P perpendicular to the 1" vector

In algebra language:

If R=Z[x]/(x"-1), then
1" = (x"14+x"2+...+1) = Z[x]/(x-1)
P = (x-1) = Z[x]/(x" 14+x"2+...4+1)
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f-Ideal Lattices = Ideals in Z[x]/(f)

Want f to have 3 properties:

1)Monic (i.e. coefficient of largest exponent is 1)
2)Irreducible over Z

3)For all polynomials g,h ||gh mod f||<poly(n)||g||-||h|

Conjecture: For all f that satisfy the above 3 properties, solving
SVP_m fOr ideals in Z[x]/(f) takes time 20(n),

poly(n

Some “good” f to use:

f=x"1+x"2+...+1 where n is prime

f=x"+1 where n is a power of 2



(x"+1)-ldeal Lattices = Ideals in Z[x

AsetLinZ"is a (x"+1)-ideal lattice if L is an ideal in Z

1.) ForallvwinL, v+twis alsoinL

-1

2

3

4| 4 |-7

-2

3

6

/(x"+1)

=(-8|0
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2

[x]/(x"+1)

(-1+2x+3x%-4x3) + (-7-2x+3x%246x3)= (-8+0x+6x%+2x3)

2.) ForallvinlL,-visalsoinlL

-1

2

3

-4 1

(-1+2x+3x2-4x3)

-2

-3

4

3.) ForallvinlL, vxisalsoinL

-112

4 -1

3|4

-2 |-3

-1+2x+3x°-4x3

(1-2x-3x2+4x3)

(-1+2x+3x2-4x3)x=4-x+2x%+3x3

(-14+2x+3x2-4x3)x? =-3+4x-X>+2x3

(-1+2x+3x2-4x3)x3 =-2-3x+4x?-x3
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RING-LWE

[LyuPeiReg ‘10]



(quantum reduction

Public Key Encryption ...
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Ring-LWE

Ring R=Zq[x]/(x”+1)

Given:
a,, a,ste,
a,, a,s+e,
a,, aste,
Find: s

a, are random in R
sis random in R

e are “small” (distribution symmetric around 0)
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Ring R=Zq[x]/(x”+1)

Given:

17 ™1

27 72

a,,b

k? ~k

Decision Ring-LWE

Question: Does there exist an s and “small”

S

or are al

e, such that b.=as+e,
| b. uniformly random in R?
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Decision Ring-LWE Problem

World 1:
sin R
a. random in R

e, random and “smal

\
(a,b,=a;s+e))
(a,,b,=a,ste,)

I”

>\

(a,b =as+e)

Decision Ring-LWE
Oracle

13

— lamin World 1 (or 2)



What We Want to Construct

sinring R
a. uniformly random
inring R

|II

e, random and “smal

~
(a,,b, = a;ste,) Search
(a,,b,=a,s+e,) _ -| Ring-LWE .S
(a,b, =as+e,) Solver

A

| am in World 1 (or 2)

A 4

Decision
Ring-LWE
Oracle
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The Ring R=Z__[x]/(x*+1)

x*+1 = (x-2)(x-8)(x+2)(x+8) mod 17
= (x-2)(x-23)(x-2°)(x-27) mod 17

Every polynomial z in R has a unique “Chinese Remainder”
representation (z(2), z(8), z(-2), z(-8))

For any cin Z,,, and two polynomials z, z'
z(c)+z'(c) = (z+2)(c)

z(c)-z'(c) = (z:2')(c)
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Example

(1+x+7x2-5x3) - (5-3x+4x2+3x3) + (1 +x-x2 +x3) = (-6 +2x - X2 - 4x3)

1 1 1 1

8|5/[-1|-8 . 5537 + 70-204|-5

I
1
IS

6|17
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Representation of Elements in
R=Z,.[x]/(x*+1)

(x*+1) = (x-2)(x-23)(x-2°)(x-27) mod 17
= (x-2)(x-8)(x+2)(x+8)

Represent polynomials z(x) as (z(2), z(8), z(-2), z(-8))

” (a (X)I b (X) ) = ( a(2) | a(8)|a(-2)|a(-8) b(2)| b(8)|b(-2)[ b(-8) )

Notation: b2)be) means that the coefficients
that should be b(2) and b(8)
are instead uniformly random
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Learning One Position of the Secret

( a(2)| a(8)|a(-2)(a(-8) b(2) | b(8){b(-2)| b(-8)
( a(2)| a(8)|a(-2)|a(-8) b(8)|b(-2)(b(-8)
( a(2)| a(8)[a(-2)|a(-8) b(-2)| b(-8)
( a(2)| a(8)|a(-2)|a(-8) b(-8)
( a(2)| a(8)|a(-2)(a(-8)

S S ' e e

Decision
Ring-LWE
Oracle

Decision
Ring-LWE
Oracle

Decision
Ring-LWE
Oracle

Decision
Ring-LWE
Oracle

Decision
Ring-LWE
Oracle

“I'am in World 1”

“I'am in World 1”

“I'am in World 2”

“I'am in World 2”

“I'am in World 2”



Learning One Position of the Secret

Decision

a(2)| a(8)|a(-2)| a(-8) b(8) | b(-2)[ bi(-8) —— |RinglWE] ———— “| am in World 1”
V4 Oracle
Decision

( a(2)| a(8) |a(-2)|a(-8) 4 [bl2)b8) ) —— > |RinglWe| ——— > “| am in World 2”
Oracle

Can learn whether this position is random or b(8)=a(8)s(8)+e(8)

This can be used to learn s(8)
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Learning One Position of the Secret

Let gin Z,, be our guess for s(8) (there are 17 possibilities)
We will use the decision Ring-LWE oracle to test the guess

> ( a(2)| a(®)[a(-2)[a(8)| |b(2)| b(8)|b(-2)[b(-8) )

’

Make the first position of f(b) uniformly randomin Z_,

( a(2)| a(8)[a(-2)[a(-8) b(8)|b(-2)|b(-8) )
4

Pick random r in Z

( a(2) | a(8)+r| a(-2) | a(-8) b(8)+gr| b(-2) | b(-8) )
V4

Send to the decision oracle

If g=5(8), then (a(8)+r)-s(8)+e(8)=b(8)+gr (Oracle says “W. 1”)
If g#s(8), then b(8)+gr is uniformly random in Z . (Oracle says “W. 2”)
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Learning the Other Positions

We can use the decision oracle to learn s(8)
How do we learn s(2),s(-2), and s(-8)?
ldea: Permute the input to the oracle

Make the oracle give us s'(8) for a different, but

related, secret s'.

From s'(8) we can recover s(2)

(and s(-2) and s(-8))
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A Possible Swap

a(2)|a(8)|a(-2)a(-8) a(2)|a(-2) a(8)|a(-8)

s(2)] s(8)[s(-2)s(-8) s(2)[s(-2)[ s(8)[s(-8)
+ —>

e(2)| e(8)|e(-2)e(-8) e(2)[e(-2) e(8)|e(-8)

b(2)|b(8)[b(-2)b(-8) b(2)|b(-2) b(8)|b(-8)

Send to the decision oracle

( a(2)|a(-2) a(8)|a(-8) b(2)|b(-2) b(8)[b(-8) )
4

Is this a valid distribution??
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A Possible Swap

5-3x+4x2+3x3 [5]5|3]|7 5(3[5/7| 5+x+8x3
1+x+7x2-5x3 |8|5]|-1]|-8 8|-1]5|8| 1-x-5x2-7x3

+ —> + WRON UTION !!
1+x-x% +x3 7(-2|4|-5 704]-2]-5¢ 1+ 3x-6x2+3x3

= = ~—
6 +2x-x2-4x3 [4l6|1|7 411(6(7| -6+6X+ 6x2

Send to the decision oracle

(5357 -4167)
4

Is this a valid distribution??
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Automorphisms of R

x*+1 = (x-2)(x-23)(x-2°)(x-2’) mod 17

2 23 2° 27
z(x) z(2) 2(23) 2(2°) z2(27)
z(x3) z(23) z(2) 2(27) z(2°)
z(x°) z2(2°) 2(27) 2(2) z(23)
z(x7) z(27) 2(2°) z(23) z2(2)

24
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roots of x*+1



Automorphisms of R

z(X) = z,+ Z,X + Z,X* + 2,X°

3\ — 3 6 9 _ Loy 2 3
2(X°) =2, + 2, x>+ Z,X° + Z,X° =25+ Z,X - 2,X* + Z,X

5\ — 5 10 15 _ 5 _ 2 5 3
2(X°) =2, + 2 X+ Z,X0 + 2,X =2, - 2,X + Z,X° - Z,X

7\ — 7 14 21 _ 5 _ w2 5 3
2(X") =2+ 2 X" + 2, X+ Z,X7 =2, - 2,X - 2,X7 - Z,X

If coefficients of z(x) have distribution D symmetric around O, then so do
the coefficients of z(x3), z(x°), z(x’) !!
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A Correct Swap

5-3x+4x2+3x3 [[5[15]3]7 5/l5|7[3| 5+ 3x-4x2-3x3

1+x+7x2-5x3 [|8|b|-1]|-8 S518[18|-1] 1-5x-7x2+x3
+ ‘ +

1+x-x% +x3 7({2| 4|5 271504 14+x+x2+x3

-6+ 2x-x2-4x3 \[4|fe]| 1|7 o\l -4l/7 | 1| -6-4x+ x2+2x3

Send to the decision oracle

(5573 6-471)
4

This will recover s(2).
Repeat the analogous procedure to recover s(-2), s(-8)
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A Caveat ...

“If coefficients of z(x) have distribution D symmetric around 0, then so do
the coefficients of z(x3), z(x°), z(x”) !! ”

This only holds true for Z[x]/(x"+1)
The correct error distribution is somewhat different for other polynomials.

Can work with all cyclotomic polynomials.
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Ring-LWE cryptosystem

Secret Key Encryption
\ { | |
S + = r .+ = u
r .+ + . =V
Public Key Decr\(ption
r \
r'.+ *.’[".* }S = |v|-|u|ls




Security

Pseudorandom??

29
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Security

al+

+

Pseudorandom based on

Decision Ring-LWE!!
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Use Polynomials in Z [x]/(f(x))

B
c

J-0 El-

+
B
<

r |+

n-bit Encryption From LWE From Ring-LWE

Public Key Size O(n) / O(n?) O(n)
Secret Key Size O(n) / O (n?) O(n)
Ciphertext Expansion O(n) /O (1) 0(1)
Encryption Time O(n3) / O (n?) O(n)

Decryption Time O(n?) O(n)
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1-ELEMENT CRYPTOSYSTEM BASED ON RING-LWE

[STEHLE, STEINFELD 2011]
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Stehle, Steinfeld Cryptosystem

“small” coefficients
—Z ! mod p

Uniformly random

u

9

u

9

u

=2

}+. mod p

Pseudorandom based on Ring-LWE

+
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NTRU CRYPTOSYSTEM

[HOFFSTEIN, PIPHER, SILVERMAN 1998]

34



NTRU Cryptosystem

g | - Very small

=2

!modp u\

“looks” random

f
i
&
ullg

+ }+. mod p

If a is random, then pseudorandom
based on Ring-LWE

:Z[f r o+

)

9

Since f, g are smaller, p can be smaller as well
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